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SWAMID Service Definition

Halmstad University Service Definition is written in Swedish since the implementing
organisations are Swedish legal entities. The English version below is a translation of the
original Swedish document.

Generell beskrivning av SAML2 WebSSO

Tjansten innefattar autentisiering av anvindare som har en elektronisk identitet pa
Hogskolan i Halmstad, samt attributoverforing gillande i den autentiserade anvindaren.
Hégskolan i Halmstad 4r medlem i SWAMID, den svenska identitetsfederationen f6r
forskning och hogre utbildning. Tjinsten dr uppsatt i enlighet med SWAMIDs

policyramverk.

Policy for hantering av personuppgifter inom ramen for identitetsutgivaren
(Identity Provider, IdP)

Identitetsutgivaren genomfér autentisering pa uppdrag av en tjinst som Hogskolan i
Halmstad har kinnedom om, antingen genom att metadata om tjinsten levereras via
identitetsfederationen SWAMID eller genom att tjinsten och Hogskolan i Halmstad har en
sarskild overenskommelse. Beroende pa vilken typ av tjinst det ror sig om, syftet med
tjansten och vilken relation tjinsten har till Hégskolan i Halmstads identitetsutfirdare
levereras en eller flera personuppgifter till tjansten frin Hogskolan i Halmstads katalogs- och
behérighetssystem. Detta forfarande foljer intentionerna i svensk personuppgiftslagstiftning.

Tjianster som kategoriseras i SWAMIDs metadata med entitetskategorier far attribut i
enlighet med SWAMIDs rekommendationer, se nedan.

Tjanster vars primira syfte ir att stodja forskning och utbildning far tillging till
grundliggande personuppgifter, namn, e-postadress, anvindaridentitet, om anvindare ir
student eller verksam (anstilld eller 6vrigt verksam) samt att anvindaren har ett konto hos
Hégskolan i Halmstad. Registrerade tjanster via REFEDS Data Protection Code of
Conduct, and the older GEANT Data Protection Code of Conduct, foljer den Europeiska
unionens dataskyddsférordning (GDPR) fér tillging till samma information.

De tjdnster vars syfte dr att for studenter hantera antagning, kursregistrering,
tentamensanmilan, examination, verksamhetsférlagd utbildning, stipendieansékan,
sjlvservice for anvindarkonton och sjilvservice for Hogskolan i Halmstads personalsystem
far tillgang till anvindarens personnummer.
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Tjansten och dess begransningar

Hégskolan i Halmstad garanterar en tillganglighet till tjinsten som stimmer 6verens med
Hogskolan i Halmstads krav och férvintningar. Hogskolan i Halmstad foljer SWAMIDs
rekommendationer for Gverforing av attribut, baserad pa entitetskategorier. Hogskolan i
Halmstad forbehéller sig ritten att i 6verenskommelse med en tjdnsteutgivare forindra
faktiske utgivna attribut for aktuell tjdnst, oavsett vad de entitetskategorier som
tjansteutgivaren ir godkind for rekommenderar.

Servicedesk och supportfragor
For fragor och felanmilan gillande Hogskolan i Halmstad och dess SAML2 WebSSO-tjinst

hinvisas till e-postadressen helpdesk@hh.se.

General description of SAML2 WebSSO

The service provides authentication of users which have an electronic identity at Halmstad
University, together with release of attributes pertaining to the authenticated user. The
provider of the service/higher educational institution is a member of SWAMID, the Swedish
identity federation for Research and higher education. The service has been deployed in
accordance with SWAMID’s policy framework.

Policy for the management of personal information within the scope of the
Identity Provider (IdP)

The Identity Provider performs authentication at the request of a service which Halmstad
University recognises, either via metadata provided by the SWAMID identity federation or
because the service and Halmstad University has a specific agreement. Depending upon the
type of service involved, the purpose of the service and what relationship the service has to
the Halmstad University identity provider, one or more pieces of personal data are
transferred from Halmstad University’s catalogue and authorization system to the requesting
service. This procedure follows the intent of the Swedish personal data protection legislation.

Services that are categorised in SWAMID’s metadata with entity categories receive attributes
in accordance with SWAMID’s recommendations, see below.

Services whose primary purpose is for the benefit of research and education have access to
basic personal data being name, email address, user identity, if the user is a student or
employee (or similar active role) and that the user has an account at Halmstad University.
Registered services that via REFEDS Data Protection Code of Conduct, and the older
GEANT Data Protection Code of Conduct, adhere to the European Union’s General Data
Protection Regulation (GDPR) get access to the same information.

Services whose purpose is for students to process admissions, course registrations,
examination sign-up, degree applications, internships, grant applications, self-service account
administration and for employee's self-service for Halmstad University’s HR-system have
access to the user’s Swedish personal identity number or Swedish higher education interim
personal identity number for foreigners.
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The service and limitations of service

Halmstad University undertakes to guarantee the availability of the service in accordance
with Halmstad University’s requirements and expectations. Halmstad University follows
SWAMID’s recommendations for release of attributes based upon entity categories.
Halmstad University reserves the right, in agreement with a service provider, to change the
actually released attributes for the current service, regardless of what is recommended by the
entity category for which the service provider is approved.

Service and support
Questions and faults regarding Halmstad University and its SAML2 WebSSO service should
be directed to the local support email helpdesk@hh.se.
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